I
started my career in 1970. At that time there were not as many laws concerning engineering and those that existed were relatively straightforward. 1974 saw the introduction of the Health and Safety at Work Act, which was a major milestone and most employers, sat up and took notice of it at the time. Since that time, however, keeping abreast of legislation has become almost a fulltime career in its own right. Many of us have been fortunate and grown up with the legislation, but for others, particularly in emerging industries, trying to get up to speed with this subject has been a nightmare.
One such new emerging industry is the datacomms industry, which mainly covers I.T. and telecomms, but also penetrates into many traditional industries including controls and instrumentation. In this article we discuss some of the problems, which confront this industry and talk about some personal experiences.
The first thing to clarify is what constitutes the law. British, European, International or other standards issued by BSI, CEN, CENELEC, ETSI, ISO, IEC are not law although, they may well be called upon by a law as essential to comply with. Guidance issued on anything is never the law. Law comes in the form of Statutory Instruments (S.I.s) or as Regulations, sometimes developed from European Directives. It should also be noted that European Directives are rules issued by the EU, which national governments convert into Regulations or Statutory Instruments.
For datacomms, the main laws that affect day-to-day operation within the data communications arena include: 
This list is not exhaustive and some may consider that other laws not listed here are more applicable. This will depend upon the area of work in which you specialise.
Contractual 'small print' also has a role to play in determining which laws and directives are required on your project and hence become legally required for that contract. How many times have we been told that 'best working practices and industry standards need to be adhered to' or my particular favourite, 'all work is to be carried out to the latest issue of the relevant standards'. Another personal favourite in the tender documents, 'Do you comply with all legal requirements and standards -please tick yes or no?' There is rarely a space to list the relevant sections of each standard that you comply with. As previously mentioned, do be careful because once you have signed your tender or contract stating that you comply in such generic terms, you can be legally challenged and even in the event of winning such a case, it can still be the ruin of a company due to the time spent fighting the case.
Health and Safety
The Health and Safety at Work Act (HSWA) 1974 has been around for over 30 years now and was even in existence when BT still had a monopoly over the telecomms industry. Many modern companies look towards new legislation without reviewing and understanding existing legislation. In my experience, this is particularly true for the modern datacomms industry.
The HSWA 1974 places a 'duty of care' on anyone who designs, manufactures, installs or operates anything for use in the workplace, including offices, shops, factories, etc. The Act requires, amongst other things, that all practicable steps must be taken to ensure that employers make available adequate information and training on the use of any of the item has been which is to be taken into service and ensure that it is used in the manner for which it was designed and tested. It also requires that sufficient information be given on the conditions necessary to ensure that when the item is put into use, it is safe and presents no danger to health or safety of the user or public at large. This implies a general duty on all employees including datacomms installers supplying datacomms installations and equipment. Information on the requirements to keep the system and/or equipment safe in future is also required to be provided, i.e. manuals, drawings, general instructions, maintenance instructions etc.
When as no surprise to me that many companies have never heard of the Management of Health & Safety at Work Regulations 1992, which has been around for over 10 years. In essence, it requires every employer to make a proper and adequate assessment of the risks to the health and safety of their employees in the course of their work. It also requires the same of anyone not in the employers' employment, but who also may be affected by their conduct or by their undertakings. This law requires that employees be adequately trained in generic health and safety issues, as well as anything that they may undertake in the course of their work. This is an area where the Electrical Contractors' Association (ECA) developed new job descriptions for datacomms operatives involved in the installation, maintenance and testing/servicing of datacomms installations. The ECA worked with National Electrotechnical Training (NET -whose remit is now undertaken by Summit Skills) and other industry partners to make available tailor-made NVQs in order to help ensure that both employers and employees meet the provisions of this Act and also, through the JIB, provide adequate Health & Safety training and operative registration. These NVQs are now available through EAL and as part of a datacomms apprenticeship through JT Limited.
Special mention should be made of the Electricity at Work Regulations 1989, as many in the datacomms industry think these Regulations do not concern them. Wrong! They concern everyone -increasingly so with the use of powered hubs, switches, routers and high-energy systems. This is also true when using IEEE 802.8f Power Over Ethernet, which also requires compliance with the IEE Wiring Regulations (BS 7671). However, once again, few seem know this.
With regard to earthing and bonding, I often hear people ask 'Do I need it, our equipment is class II?' The simple answer is 'Yes'. All cabinets, racks and frames must be correctly bonded and connected to earth for both electrical safety and functionality. All installations must be tested and inspected so as to ensure their safe proper working. Do not let your network suffer from induced voltages, short-circuits or problems due to lightning.
The Building Regulations 2000 have also been with us for a number of years and are now increasingly affecting datacomms. The profile of 'fire stopping' has risen now that data cables run to almost all sections of a building (and outside), not just the areas where there are desks. Even to the top lift motor and sub-basement pump rooms. 'Part M' of these Regulations covers communications outlets in homes and has been expanded into commercial buildings. This gives the minimum and maximum heights from the floor for outlets and controls -is this the end of floor boxes? It also defines areas where cables and equipment cannot be installed.
The Control of Substances Hazardous to Health (COSHH) Regulations concern employers, employees, suppliers of chemicals and materials and machinery manufacturers. It is worth noting that if you terminate fibre optic cables, most of the termination kit is affected by these Regulations. These are not just problems for the people working on a site; they also include employers' responsibilities to minimise risk to employees, to ensure safe working practices are used, maintained and adequately policed, to provide proper risk assessments and review regularly, to make sure employees are properly trained and have access to safety information and equipment, and to ensure machinery and equipment used is maintained properly and kept in good condition. Employees must play a role as well.
Directives
The Radio & Telecommunications Terminal Equipment (RTTE) Directive covers all telecommunications equipment, which can be connected to the public network via copper cables. It came into force in April 2000 with a grace period ending on 7th January 2001, after which all equipment must comply. It affects users, purchasers, installers, network operators, manufacturers, distributors, standards bodies, notification bodies and test houses. All products must have a certificate of conformity, which must be supported by a technical construction file, which must describe the product and the actions to be taken to ensure that the provisions of the RTTE Directive are met.
The Low Voltage Directive currently applies to electronic/electrical equipment above 50V. This is under review with a new proposal to reduce threshold value to 0V. This would affect all datacomms systems in future including cables and passive equipment.
The Data Protection Act 1998 applies to some paper records and to computer records pertaining to personal information. Users must take security measures to safeguard personal data including technical and organisational measures to prevent unlawful access with the strictest conditions applying to 'sensitive data' and video images. IEEE 802.11b, IEEE 802.11g, IEEE 802.11h, etc,  or is it on a non-standard band? Is it a 'line of sight laser'? Line of sight laser and RF systems may need planning permission and/or a licence. Licences are obtained from the Radio Communications Agency (now Ofcom) and are issued on an individual basis, not a user licence, i.e. the person named on the licence is legally responsible for the installation.
In 2001 The EMC Regulations have been with us since 1989 and have probably been the least understood regulations produced to date. They were updated and re-released in January 2005, but again clarity is not a strong point. Guidance on the subject states that fixed cabling is not covered by the EMC Regulations, but I did say earlier that guidance is not the law and many of us in the industry consider that the courts will inevitably decide whether fixed cabling is included or not. EU Mandate 313 relaxes EMC requirements to allow PowerLine to operate without breaching the regulations, but this mandate will only be invoked when the PLC Forum requests it.
Maintenance
One major area that always worries me is datacomms maintenance. The requirements for maintenance are not a new law just introduced. It has been required since 1974 and is covered by the Health and Safety at Work Act and augmented by subsequent legislation. Too many salesmen do not explain their definition of their words 'maintenance free'. In my opinion, there is no such thing as maintenance free. Everything needs to be looked at during some stage of its existence to substantiate that it is still there and shows no signs of deterioration, whether it is of its own making, or due to external influences such as condensation, humidity, dust, etc.
The best way to comply with laws and maintain your system is to develop a set of generic maintenance policies and in conjunction with the system designers, installers and manufacturers, build in risk assessments to cover the work to be undertaken, ensuring that you cover any known problems -asbestos roofs, dust or damp, rodent infestation, etc. Add and adjust the level of maintenance as your experience dictates -if you do not have the relevant experience, seek advice from an expert. Always keep good records and keep them up to date and remember the need for proper 'in-house' facilities.
Legal eagles
It is hard, in a short article, to cover all the legal issues that affect the datacomms industry and those involved in it. Earlier in this article I stated that standards were not law. But much of the time they are called into being as part of something that makes them a legal requirement, such as part of a specification, or when called up in a court of law to demonstrate good practice. Some European Directives refer to European Standards and, to this end, the European Standards do then, in essence, become law. Ignorance, therefore, will offer little defence.
